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As public servants, it is our responsibility to safeguard taxpayers’ dollars while adhering to laws and regulations governing processes over cash handling. Internal controls over cash and cash receipts are necessary to prevent mishandling of funds and to safeguard against loss.  Strong internal controls also protect employees from inappropriate charges of mishandling funds by defining responsibilities in the cash handling process. “Cash,” for purposes of this questionnaire, includes coin; currency; checks; money orders, travelers; checks; and electronic transactions such as automatic clearing house (ACH), wire transfer transactions, and credit card transactions.

There are many reasons for placing controls in various points in these processes that may appear bureaucratic, but are necessary to ensure compliance and accountability. Internal controls over cash help ensure the following:
· Compliance with cash receipts policy and procedures.
· Initial control over cash is established.
· All cash receipts are recorded and deposited promptly.
· Appropriate custody is maintained to protect cash from theft or misappropriation.
· Segregation of duties is properly maintained.


Control Objectives:
1. Controls are in place in the process to ensure accountability is established as early as possible at all points along the accountability chain.
2. Assets are safeguarded from loss through watchful and responsible care and reconciliation functions.
3. Segregation of duties (including mitigating controls, as necessary) exists within transaction processes, custody, and recording functions.
4. Transactions and events are properly recorded.
5. Staff understands their duties, responsibilities, and accountabilities.
6. Cash handling practices are documented and in compliance with State laws and regulations and, for credit cards, in compliance with Payment Card Industry Standards.
7. Transactions are properly authorized.
8. Records for authorization and transactions are maintained in accordance with established requirements.
9. Accounting records are protected from theft, obsolescence, or destruction.
10. An accurate and timely bank reconciliation is performed.


Segregation of Duties 
Segregation of duties is one of the most important features of an internal control plan. The fundamental premise of segregated duties is that an individual or small group of individuals should not be in a position to initiate, approve, undertake, and review the same action. These are called incompatible duties when performed by the same individual. Examples of incompatible duties include situations where the same individual (or small group of people) is responsible for:
· Managing both the operation of and record keeping for the same activity.
· Managing custodial activities and record keeping for the same assets.
· Authorizing transactions and managing the custody or disposal of the related assets or records.

Stated differently, there are four kinds of functional responsibilities that should be performed by different work units, or at a minimum, by different persons within the same unit:
1.	Custody of assets involved: This duty refers to the actual physical possession or effective physical control/safekeeping of property.
2.	Recording transactions (entry): This duty refers to the accounting or record keeping function, which in most organizations, is accomplished by entering data into a computer system.
3.	Authorization to execute transactions (approval): This duty belongs to persons with authority and responsibility to initiate and execute transactions.
4.	Periodic reviews and reconciliation of existing assets to recorded amounts: This duty refers to making comparisons at regular intervals and taking action to resolve differences.

The advantage derived from proper segregation of duties is twofold:
· Fraud is more difficult to commit because it would require collusion of two or more persons, and most people hesitate to seek the help of others to conduct wrongful acts.
· By handling different aspects of the transaction, innocent errors are more likely to be found and flagged for correction.

Ideally, the following activities should be segregated: 
· Individuals responsible for data entry of cash deposits should not be responsible for approving these documents or have access to the cash received.
· Individuals responsible for cash receipts functions should not reconcile the accounts where the cash is deposited.
· Individuals responsible for cash receipts functions should be separate from those responsible for cash disbursements.

Lapping is a fraud scheme that involves altering accounts receivable records and/or bank deposits.  Under this scheme, cash or checks that are intended for the payment of a receivable or other purpose is stolen.  Then, the first receivable collected or cash or check received is used to cover the theft, while the second receivable collected or cash or checks received is accounted to the first, the third to the second, and so on.  Some of the internal control questions regarding cash receipt logs and reconciling total cash and total checks to the validated deposit slips are to help prevent or detect this type of scheme.

Related State of Utah Accounting Policies and Procedures:
FIACCT 05-23.		Agency Cash Funds (petty, change, travel).
FIACCT 07-08		Credit Cards.
FIACCT 19-00		Bank Accounts Overview.
FIACCT 19-01.01	Depository Bank Accounts and FINET Bank Codes – Reconciliation.
FIACCT 19-02.00 & .01	Trust Accounts & Trust Bank Account – Reconciliation.
FIACCT 19-03		Deposits in Lieu of Surety Bonds and Similar Accounts.
FIACCT 13-00		Cash Receipts – Handling, Depositing, and Recording.
FIACCT 06-01.12	Non-Sufficient Funds Checks – Receivables – ARS.
FIACCT 06-02.02	Non-Sufficient Funds Checks – Receivables – ARS Exempt Agencies.


Related State of Utah Forms:
FI 10			Acceptance of Cash Custody Form.
FI 52			Petty Cash Request Form.
FI 53			Petty Cash Reimbursement Request Form.
FI 57 / 57T		Depository / Trust Bank Account Reconciliation Forms.


Policy for Written Agency Procedures (FIACCT 13-00):
Each agency is responsible to establish written agency procedures that provide for good internal controls to ensure that all monies received are properly receipted, safeguarded, deposited, and recorded in the State's accounting system (FINET) as follows:
1. Require proper segregation of duties, including requiring someone without access to cash or monies received to review documentation and records to ensure that all cash or monies have been properly receipted, deposited, and recorded.
2. Safeguard the cash receipts and ensure monies are deposited in the bank daily whenever practical but not less than once every 3 banking days, unless given a written variance from the State Treasurer, according to state law (UCA 51-4-1).
3. Include procedures for retaining and filing adequate supporting cash receipt documentation.
4. Use correct FINET coding blocks or reference the correct Receivable (RE) document on Cash Receipt transactions.
5. Provide for restrictive endorsement of all checks immediately upon receipt.
6. Provide for proper reconciliation of deposits to validated deposit slips and to the bank statement.


INSTRUCTIONS

Each State agency is to complete this Cash Receipts ICQ for each significant receipting stream.  A receipting stream is a business area that performs the cash receipting functions of mail; cashiering; electronic transfers including drawdown, EFTs, and ACHs; receipting for goods and services provided; depositing of cash; and/or bank reconciliation.  A business area may not handle all functions, in which case “N/A” would be marked.  Most agencies should be able to complete a questionnaire for each receipting stream area at one time.  If this is not practical in large agencies, please coordinate the schedule with the DAS Division of Finance.  Some agencies may not have significant receipting streams.  Employee, citizen, or reporter reimbursements for copies made on copy machines, for example, are not considered significant receipting streams in most cases.

At a minimum, one Cash Receipts ICQ should be completed for each agency/department for receipts processed directly through FINET.  If your agency is much decentralized (example: Natural Resources and Human Services), then one ICQ may be needed for each separate division’s significant receipting streams - including receipts processed directly through FINET and any receipts not processed directly through FINET.  If your agency (or division) has multiple receipting locations (multiple parks, stores, field offices, etc.), then an additional ICQ may be needed for each receipting location processing a significant amount of cash receipts.  The agency ACT representative shall determine how many ICQs are needed and who needs to complete them.  For agencies with multiple receipting locations (such as liquor stores or State parks), the ACT may choose to have several locations complete this ICQ each year – rotating so that all are covered over time.
The ACT representative (or the internal control contact if delegated by the agency) for each agency will need to do the following:  (1) attend the monthly ACT meetings, (2) complete the ICQs or distribute the ICQs to those who will complete them, (3) gather the completed ICQs back up after they are completed, (4) have the Chief Financial Officer, Director of Finance or Comptroller of the agency review and approve them, (5) have the agency head/executive director review and acknowledge them, (6) send the completed and approved ICQs electronically back to the Division of Finance, and (7) send the completed and approved ICQs to the agency’s internal auditors, if your agency is required by the Internal Audit Act to have an internal audit function.  Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.
The Chief Financial Officer, Director of Finance, or Comptroller for each agency will need to do the following:  (1) determine which and how many ICQs are needed, (2) review and approve each ICQ after they are completed, (3) determine which optional ICQs will be completed.

Please answer each question by checking the appropriate box (either Yes, No, or N/A). A “No” response identifies an internal control weakness or that the control is achieved with another compensating control. Please describe in the Comments field a detailed explanation for each “No” answer:
· The plan to resolve the weakness including the estimated date of completion, or
· The compensating control(s) and why they adequately compensate for the “No” response.
ICQs containing “No” responses, but without adequate and complete explanations, will be sent back to the agencies for revision and resubmission to State Finance.  Compensating controls are appropriate for ICQ questions not involving compliance (such as segregation of duties); however, for laws, rules, and State policies, coming into compliance is the only solution for noncompliance
“N/A” responses, when the reason is not readily apparent, also need an explanation.
For system and internal control documentation purposes, agencies are encouraged to add a brief description of the control/procedures for many or all “yes” responses.



When an ICQ question is worded in such a way that it does not apply exactly to the agency’s situation, please attempt to apply the meaning or purpose of the question to the agency’s situation.

Internal controls are designed to detect and/or prevent errors.  However, internal controls are also designed to prevent and/or detect fraud – except in the case of fraud by collusion.  Generally, internal controls strong enough to prevent and/or detect fraud by collusion are not cost effective.  The questions in this ICQ were designed with these points in mind.
For more information about the Internal Control Program and these Internal Control Questionnaires, or for contact information of the coordinator of this program, see the State Division of Finance website, http://finance.utah.gov/.  Then, click on “Internal Control.”
Complete the certification on the last page for each ICQ completed.


CASH RECEIPTS AND COLLECTIONS

Segregation of Duties Controls Questions:
	
	
	Yes
	No
	N/A
	Comments

	1.
	Are individuals who have access to cash receipts (those responsible for collection and deposit preparation) different from those individuals who record or process cash receipts in FINET (or subsystem)?
	

	
	
	

	2.
	Are responsibilities for cash receipts functions segregated from those for cash disbursements and accounts receivable?
	

	
	
	

	3.
	Are cash receipting functions limited to those who have a legitimate need?
	
	
	
	

	4.
	Is agency management aware that when employees who participate in the receiving or recording of cash do not take annual or periodic vacations there is a higher risk that fraud may be occurring?  [When employees who handle cash or record cash do not take regular vacations, management should strongly consider rotating cash receipting duties periodically to reduce this risk and increase the potential that any such fraud will be detected.]
	
	
	
	

	5.
	Have all employees with access to FINET gone through FINET training for the specific business process for which they have been given security?  [Please answer this question for all areas – not just for cash receipts.]
	
	
	
	

	6.
	Are responsibilities for preparing bank reconciliations segregated from cash receipting responsibilities?  [This internal control is Important to prevent and detect fraud.  If not, then someone - probably the supervisor of the person preparing the bank reconciliation - should review the monthly bank reconciliations and sign or initial them indicating that they have reviewed the bank statement for completeness and accuracy and have rechecked some or all of the reconciling items.]
	
	
	
	

	7.
	Are deposits held in trust from court orders or in lieu of surety bonds reviewed at least monthly by appropriate management that is not responsible to maintain the deposit? 
	
	
	
	

	8.
	Is the payment/release of deposits held in trust from court orders or in lieu of surety bonds authorized by appropriate management that is not responsible to maintain the deposit?
	
	
	
	




Procedural Controls Questions:
	
	
	Yes
	No
	N/A
	Comments

	9.
	Are there written procedures at each collection location to assure timely deposit and recording of Cash Receipts documents (CR)?
	
	
	
	

	10.
	Does the employee preparing the bank reconciliation receive the unopened bank statement or have exclusive direct access to the on-line bank statement? [This internal control requires that the first person to have access to the online or mailed hardcopy bank statement be the person who performs the bank reconciliation. This control helps prevent and detect fraud by making it impossible for anyone to alter the bank statement prior to reconciliation. This control also helps prevent management override of internal controls which have been found to lead to fraud in some cases.]
	
	
	
	

	11.
	Do the bank reconciliation procedures include comparison of deposit amounts and dates with cash receipt entries as opposed to just verifying totals?
	
	
	
	

	12.
	Are bank reconciliations done and the bank reconciliation worksheets submitted to the Division of Finance by end of the following month?
	
	
	
	

	13.
	Are specific reconciling items identified, listed on the bank reconciliation, and resolved on a monthly basis?  [This control is important to prevent and detect errors and fraud.]
	
	
	
	

	14.
	Are the necessary transactions processed to correct errors found in the bank reconciliation process as quickly as possible (preferably before the next month’s bank statement is received but always by fiscal year closeout)?
	
	
	
	

	15.
	Are deposits of all receipts made daily, regardless of collection location, but not less than once every 3 business days as required by State law?  [Agencies with significant receipts coming in daily should deposit daily (UCA 51-4-1).]
	
	
	
	

	16.
	Are CR documents entered no later than the day deposits to the bank are made?
	
	
	
	

	17.
	Is the mail opened and are all cash receipts logged by two people who initial the log when completed? [There is often not an effective compensating control for a “No” answer to this question so the control needs to be in place.]
	
	
	
	

	18.
	Are restrictive endorsements placed on incoming checks as soon as received? [When mail is logged or when received over the counter.]
	
	
	
	

	19.
	Do all cash receipt logs document: (a) the method of payment (cash vs. check, check number), (b) the total cash and total checks, and (c) the account names or numbers to be credited?  [This control is important to prevent and detect fraud.]
	
	
	
	

	20.
	Is one copy of the log forwarded, along with the money intact, to the cashier or depositor?
	
	
	
	

	21.
	Is one copy of the log used to enter the CR transaction and attached as supporting documentation?
	
	
	
	

	22.
	Do all cash receipts (especially unexpected receipts) go through the normal process - or those individuals who usually process, log, record, or deposit cash receipts - without being diverted to another individual or process?  [This control is important to prevent and detect fraud.]
	
	
	
	

	23.
	Does a person who does not have access to cash receipts or deposits, compare the log(s), including both the total cash and the total checks, with the validated bank deposit slip/record and/or the bank statement to ensure that all cash and checks received were in fact deposited?  [This control should be performed daily, when practical, or monthly on a test or sample basis.]
	
	
	
	

	24.
	Does the bank reconciliation process include reconciling the accounting system, including all recorded Cash Receipt forms (CR), to the bank statement to ensure that all cash and checks received were in fact recorded?
	
	
	
	

	25.
	Is a secure or restricted area provided for processing and safeguarding incoming cash receipts?
	
	
	
	

	26.
	Is cash protected from the point of receipt to when the deposit is made by using logs, receipts, registers, safes, or locked boxes and only handled and kept in areas with limited access?
	
	
	
	

	27.
	Is access to safe combinations, contents of safes,  keys to locked boxes and contents of locked boxes (used for cash receipts) limited only to those with authorization to access cash receipts?
	
	
	
	

	28.
	Is timely notice of cash receipts at separate collection locations given to the agency’s central accounting?
	
	
	
	

	29.
	Are personnel who handle cash receipts restricted to making cash deposits only? (no cash back and no making change with funds to be deposited)
	
	
	
	

	30.
	Are non-sufficient funds checks, bank debit and credit memos, and deposit items returned as uncollectible delivered to and controlled by someone independent of those processing and recording cash receipts?
	
	
	
	

	31.
	Are State accounting policy and procedures followed for non-sufficient funds checks? (See FIACCT 06-01.12 and 06-02.02.)
	
	
	
	

	32.
	If checks received are forwarded to be used as posting media to customers' accounts, are there controls to ensure checks are returned promptly for deposit?
	
	
	
	

	33.
	If payments are made in person, are receipts controlled by a cash register, pre-numbered receipts, or other equivalent means?
	
	
	
	

	34.
	Does someone with no access to cash receipts or deposits account for all pre-numbered receipts including those marked “Void” and balance the receipts to the collections records/deposits?  [This control should be performed daily, when practical, or monthly on a test or sample basis.]
	
	
	
	

	35.
	Are records maintained to assure correct handling and final disposition of deposit amounts coded to temporary or suspense source/accounting?
	
	
	
	

	36.
	Are deposits recorded to the correct accounting coding blocks, as much as possible to eliminate suspense accounting?
	
	
	
	

	37.
	Are delays of deposits avoided by making sure accounting coding blocks are immediately determinable?
	
	
	
	



PETTY CASH / TRAVEL FUNDS / CHANGE FUNDS [NOT APPLICABLE TO CASH REGISTERS]

Segregation of Duties Control Questions:
	
	
	Yes
	No
	N/A
	Comments

	38.
	Is the custodian of the petty cash, travel fund, or change fund prohibited from handling more than one fund (permits “comingling”) and not involved in the cash receipts, collection, depositing, and reconciliation functions? [Allowing “comingling of funds” is an internal-control weakness we would really like to avoid.]  [This question is not applicable to cash registers.]
	
	
	
	

	39.
	Are the reimbursement vouchers approved by a responsible employee who does not have direct access to the petty cash?
	
	
	
	

	40.
	Is the petty cash fund replenished at least monthly? [If a petty cash fund does not need replenishing at least once a month, management should consider reducing the balance of the fund or closing the account altogether.]
	
	
	
	





Procedural Controls Questions:
	
	Is the petty cash, travel, or change fund:
	Yes
	No
	N/A
	Comments

	41.
	Properly authorized by the Division of Finance?
	
	
	
	

	42.
	The responsibility of only one person?
	
	
	
	

	43.
	Are petty cash requests (FI52) signed by the person receiving the cash?
	
	
	
	

	44.
	Are petty cash requests prepared in ink and required for each disbursement?
	
	
	
	

	45.
	Are petty cash vouchers supported by a receipt or invoice with the amounts and purpose spelled out?
	
	
	
	

	46.
	Are the receipts and attachments properly canceled to prevent their reuse?
	
	
	
	

	47.
	Is the petty cash, travel, or change fund periodically verified by surprise counts by someone other than the custodian?
	
	
	
	

	48.
	Are IOUs, unauthorized advances, and personal checks prohibited?
	
	
	
	

	49.
	Are petty cash funds restricted to disbursements not exceeding a fixed amount?
	
	
	
	

	50.
	Are change funds accounted for each time a deposit is made?
	
	
	
	

	51.
	Are petty cash, travel, or change fund balances sufficient for the activity's needs?
	
	
	
	

	52.
	Has the agency considered that the use of a state-issued purchasing card may replace the need for a petty cash fund? 
	
	
	
	



Custody:
	
	
	Yes
	No
	N/A
	Comments

	53.
	Is the physical access to the petty cash, travel, or change funds restricted to only the person(s) who have authority for its use? 
	
	
	
	

	54.
	Are petty cash, travel, or change funds physically kept in a locked container at all times to safeguard the funds against theft?
	
	
	
	





AGENCY’S OVERALL COMMENTS BELOW, IF ANY








CERTIFICATION STATEMENT

For the agency and business area indicated on this form, we are providing this statement in connection with this internal control questionnaire for the purpose of acknowledging that we are aware of the risks and harms that might occur to the State if the agency has not established and/or does not follow strong internal controls. 

We confirm that we have accurately completed this questionnaire (and others if needed) and documented all compensating controls and corrective action plans for internal control weaknesses in accordance with the instructions provided.

Agency Name: ___________________________  	Division/Bureau: _____________________


Prepared by:		Date:	

Title:		Phone: _____________________________ 


Approved by Chief Financial Officer, Director of Finance or Comptroller: 

Approved by:		Date:	

Title:		Phone: _____________________________ 


Acknowledged by Agency Head/Executive Director:

Acknowledged by:		Date:	

Title:		Phone: _____________________________ 


Please submit this ICQ electronically to any employees listed on the Division of Finance Internal Control website - as either a Word (.docx) or scanned (.pdf) document attached to an email.  When the names of the people approving the ICQ are typed into the signature page of the document, the agency is representing that those individuals saw and approved the completed ICQ.

[Provide names of all preparers below if there is more than one:
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